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Abstract. With the growing number of attacks on network infrastructures, we
need better techniques to detect and prevent these attacks. Each security system
in the distributed network requires different security rules to protect from these
attacks efficiently. So the propagation of security rulesis needed. Therefore, we
introduce mobile agents that propagate security rules by constantly moving
around the Internet as a solution to propagation of security rules. This paper
describes a new approach for propagation of security rules in large-scale
networks, in which mobile agent mechanisms are used. To evaluate the
proposed approach, we simulated a policy propagation model using a NS-2
(Network Simulator). Our new approach presents advantages in terms of
spreading rules rapidly and increasing scalability.
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1 Introduction
Significant progress has been made in the improvement of computer system
security. However, attacks and invasions of this kind involving computers have
become frequent. Thus, security has become a key word for most companies
worldwide. Intrusion detection is defined [22] as, “The problem of identifying
individuals who are using a computer system without authorization and those who
have legitimate access to the system but are abusing their privileges.” Intrusiondetection
systems aim at detecting attacks against computer systems and networks.
Approaches to detecting intrusions can be broadly classified into two categories:
Anomaly Detection and Misuse Detection. Misuse detection is best suited for reliably
detecting known use patterns. Misuse detection systems can detect many or all known
attack patterns, but they are of little use for as yet unknown attack methods.
Therefore, it is required to keep security rules up to date with new vulnerabilities and
environments and distributed systems are increasingly requiring differentiated
policies that govern individual and collective behavior of entities in the system. A
centralized approach for managing heterogeneous intrusion detection systems has
some problems. For example, managing heterogeneous systems individually requires
too much work and high cost in large-scale distributed networks. Therefore, we




