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Abstract. Ad hoc networks are formed opportunistically as mobile devices come
within wireless communication range of each other. Since individual devices are typi-
cally subject to severe resource limitations, it is both possible and desirable for a device
to enhance its functionality by taking advantage (in a cooperative manner) of capabil-
ities available on other devices. Service provision refers to the process by which devices
advertise their willingness to offer specific services and discover other services. This pa-
per describes a service provision model designed specifically for use in ad hoc settings.
Security policies governing service accessibility can be specified at the application level
while secure communication among devices is ensured by the implementation.
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1 Introduction
Advances in portable computing and wireless technology are opening up exciting
possibilities for the future of mobile networking. The opportunity for applica-
tions to exploit an ever-increasing range of resources is expanding rapidly. Any
application or device can advertise and provide services, turning the network into
a global service repository. As portable devices become cheaper and more pow-
erful, their number is expected to grow signi¯cantly in the coming years. At the
same time, the ability to o®er highly specialized capabilities by means of devices
directly connected to the network turns such devices into service providers. In
such an environment the interest in and reliance upon particular services changes
over time. In part, this is because devices having limited capabilities exhibit a
growing dependence on services provided by others. Expressive and dependable
means are required to support service discovery. Such environments demand the
ability to obtain support for the task at hand only when needed.
Traditionally, a host sought help from another by means of client-server inter-
actions. It is customary to assume that the client knows the address of the server
that supports the service it needs, has the code necessary to access the server,
and knows the communication protocol the server expects. While this type of
interaction between remote components still dominates distributed computing,
new strategies have emerged to allow servers to advertise services, and clients to
lookup and access them without explicit knowledge of the network structure and




